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Health supplements—Another Great Success!  

The NTS Scams Team received some great news in November follow-

ing some work done with a company who operate out of France. As a 

result of information received from the Scam Marshals, this company 

will no longer be targeting consumers in the UK. 

Consumers were sent letters saying that they had won a large amount 

of money, however they needed to place an order to claim the funds 

first. Once an order was placed, the person received a number of 

marketing phone calls offering more products and were sent goods they did not order. People often fell 

into a subscription trap where the company would continually take money from the customers’ account 

every month. Their winnings never materialised. 

Products included cosmetic creams, vitamins and supplements claiming to offer amazing health benefits 

(quick weight loss, mobility and pain relief etc.). However these products were found to be missing key 

ingredients and had unauthorised health claims, especially around mobility.  

If you are receiving health supplement and vitamin catalogues offering too good to be true health bene-

fits, the NTS Scams Teams Investigators wold love to see them. Please send them in using your Freepost 

envelope or to FREEPOST, NTSST, MAIL MARSHALS.  

Bogus Debt Collection Agency 

The NTS Scams Teams Investigators have received in-

formation about a company calling themselves “Secure 

& Collect”. They are sending official looking letters out 

to consumers stating that they need to pay a certain 

amount of money to avoid bailiffs and court action. 

The return envelope enclosed is for an address in Bir-

mingham. Have you received any of these types of 

letters? If you have, the team would like to see them. 

Please send them in to FREEPOST, NTSST, MAIL MAR-

SHALS or by using your freepost envelope. 



 

PENSION & INVESTMENT SCAMS 
Throughout 2019/20, our newsletter will concentrate on a particular pension or investment scam each month.  
 
The most common of these include:  
 Binary option scams - Feb 
 Carbon credit trading scams—Mar 

 Cryptocurrency investment scams—Apr 

 Early pension release—May 

 Forex trading scams—Jun 

 Get-rich-quick, Ponzi and pyramid schemes—Jul 

 Graphene investment scams—Aug 

 Land banking investment schemes—Sep 

 Overseas property and crop scams—Oct 

 Pension review scams—Nov 

 Rare earth metal investment scams—Dec 

 Restricted US share scams 

 Share, bond and boiler room scams 

 Unregulated investment scams 

Rare earth metals are chemical elements used in the manufacture of products like computers, mobile phones, 
batteries, satellites and wind turbines. They may also be called ‘rare earth elements’. Despite being called 
‘rare’, these metals are some of the most abundant resources – their name comes from the difficulty in ex-
tracting them from the earth.  
 

How rare earth metal scams work 
Investors are often called out of the blue, but contact can also come by email, post, word of mouth or at a 
seminar or exhibition. The caller may claim rare earth metals are ‘the new big thing’ in alternative investments 
and insist that high demand for the metals will lead to very attractive returns. You may be told the supply of 
rare earth metals is falling, especially in China where most of the production takes place, and that prices are 
set to soar as international demand grows. It is difficult to find and track prices of rare earth metals as they are 
sold on private markets rather than traded on an exchange, like precious metals such as gold and silver. This 
makes it very hard to check if you are paying the right price for an investment, and may lead to you making a 
substantial loss. 
 

How to protect yourself 
Most firms promoting and selling investments in rare earth metals are not authorised by the Financial conduct 
Authority (FCA).  While the FCA doesn’t regulate the sale of rare earth metals or their markets, they do regu-
late certain types of exchange contracts (often called ‘futures’), and a firm must be authorised by the FCA to 
promote or sell them in the UK. You can check if a company is authorised by the FCA (or on their ‘Warning List’) 
on their website or by calling their consumer helpline on 0800 111 6768. Always be wary if you’re contacted 
out of the blue, pressured to invest quickly or promised returns that sound too good to be true. You should 
seriously consider seeking financial advice or guidance before investing. You should make sure that any firm 
you deal with is regulated by the FCA and never take investment advice from the company that contacted you, 
as this may be part of the scam. 
 

If you have been scammed 
You can report the firm or scam to the FCA on their Consumer Helpline on 0800 111 6768 or using the online 
reporting form. Because rare earth metals are not regulated by the FCA, your investment is not protected by 
the UK’s Financial Services Complaints and Compensation Scheme. However, if your investment was a futures 
contract, they can take action. If you have already invested in a scam, criminals are likely to target you again or 
sell your details to other criminals. The follow-up scam may be completely separate or related to the previous 
fraud, such as an offer to get your money back or to buy back the investment after you pay a fee. If you have 
any concerns at all about a potential scam, contact the FCA immediately. You should also report to Action 
Fraud on 0300 132 2040.  

Is there anything else you would like to see in this newsletter? 
Please feel free to give us some feedback, just pop it into your 

freepost envelope when you send in your scam mail.  

For more information on the team and our initiatives please 
visit our website:  

www.FriendsAgainstScams.org.uk/ScamMarshals 

https://www.fca.org.uk/scamsmart/binary-options-scams
https://www.fca.org.uk/scamsmart/carbon-credit-scams
https://www.fca.org.uk/scamsmart/cryptocurrency-investment-scams
https://www.fca.org.uk/scamsmart/early-pension-release-scams
https://www.fca.org.uk/scamsmart/forex-trading-scams
https://www.fca.org.uk/scamsmart/get-rich-quick-scams
https://www.fca.org.uk/scamsmart/graphene-investment-scams
https://www.fca.org.uk/scamsmart/land-banking-investment-scams
https://www.fca.org.uk/scamsmart/overseas-property-crop-scams
https://www.fca.org.uk/scamsmart/pension-review-scams
https://www.fca.org.uk/scamsmart/rare-earth-metal-investment-scams
https://www.fca.org.uk/scamsmart/restricted-us-share-scams
https://www.fca.org.uk/scamsmart/share-bond-boiler-room-scams
https://www.fca.org.uk/scamsmart/unregulated-investment-scams


1 - Subscription trap; This scam offers a free gift or trial offer. If you pay postage and packaging to receive the 
‘gift’ beware as you may, without realising it, set up a Continuous Payment Authority (CPA) allowing the         

company to take any amount out of your bank account at any time.  
 

2– Bogus charities; Fake charities prey on the victim’s sense of good will at this time of the year, and their        
marketing techniques can be very convincing. Make sure that the marketing you have received is genuine.  

If you aren't sure– don’t take the risk.  
 

3 – Pop-up shops; Whilst pop-up shops tend to appear more online, sometimes, especially at Christmas time,  
pop-up shops will temporarily take over closed down high street stores, and often sell counterfeit and/or faulty 

items. Be cautious when shopping in these stores.  
 

4 – HM Revenue & Customs; Criminals phone unsuspecting members of the public and claim they have over/
under paid their tax. Beware - never give out your bank details and hang up the phone immediately. 

  
5 – Bank scam; Criminals may phone you and claim to be calling from your bank to report ‘suspicious activity’ 
on your account. If you receive a call like this hang up immediately and phone your bank on a number you know 

to be legitimate (use a phone number from the bank’s website, a bank statement or on the back of your bank 
card).  

 
6- Police scam; This was mentioned in more detail in last month’s newsletter. Similar to the bank scam, crimi-
nals phone members of the public claiming to be from the Metropolitan Police reporting ‘suspicious bank activi-

ty’. Hang up immediately, wait 15 minutes, or use another phone, and call 101.  
 

7-  E-greeting (online) cards; Be careful when sending/receiving online greeting cards as they can contain mal-
ware which can find address books and bank details which are stored on your computer.  

 
8 – Bogus gift cards; Gift cards are ideal for that ‘hard to buy for’ person, but be aware if you are buying these 

online, as gift cards are easy to illegitimately replicate and could cause embarrassment to your friends and family 
when they try and use your gift… and they are fake.  

 
9 – Seasonal travel scams; Beware of these too good to be true seasonal travel offers. Criminals are waiting for 

you to click on their ‘offer’ links so they can start looking for files on your computer in hope of obtaining your 
bank details. Be sure to only use trusted online travel agents.  

 
10 – Delivery scams; With many gifts being sent via postal services at this time of year, it isn't a surprise if you 

come home and there is a ‘Sorry we missed you! Please call the number below to re-arrange delivery’ card 
waiting for you. However, be very careful to check it is genuine as fake delivery cards are being delivered by  

criminals and the phone number you are asked to call is a very high premium rate telephone number. You could 
run up a phone bill of hundreds of pounds waiting for someone who is never going to answer.  

 
11 – Smishing;  Criminals use text messages pretending to be a bank requesting an immediate response or else 
your account will be locked. However, whilst some banks do send text messages to alert you of suspicious activity 

you should never respond by text. Contact your bank on a number you know is legitimate.   
 

12 – Romance scams; Only use well established and trusted dating websites. Do not click on links from some-
one you do not know or trust. Do not communicate with anyone you find on these sites away from the site as you 

could be putting yourself into a vulnerable position. 

With the festive season upon us, we would like to draw your attention to our twelve scams of Christmas.  At 

this time of year people can let their guards down as the festive fun starts and the criminals try to take ad-

vantage. We hope you keep scam aware this Christmas and have a fun filled, scam free new year! 



Lloyds Banking Group joins forces with Friends Against Scams 

Announced in November as an official Friends Against Scams 

partner, Lloyds Banking Group is supporting the initiative by 

rolling out tailored training for colleagues across the bank, so 

they are even better equipped to protect their customers as 

well as their own families and friends. 

Lloyds are also conducting some research which aims to    

create banking products that can protect people from         

Authorised Push Payment (APP) Fraud. This is when the     

customer intended to transfer funds to another person, but 

was instead deceived into transferring the funds to a different 

person; or the customer transferred funds to another person 

for what they believed were legitimate purposes but which 

were in fact fraudulent.  

As part of this, Lloyds are keen to speak to people that have fallen victim to this type of fraud to aid their 

research. Can you help? Have you been a victim of this type of fraud, if yes, then please let us know by 

emailing adam.carter@surreycc.gov.uk or calling Adam on 01323 463917.  

Aggressive marketing—Removal of data 

Following on from the mail sent in from the Scam Marshals, the team have 

noticed that a number of coin producing companies and other types of cata-

logue companies have adopted some more aggressive style marketing tech-

niques, some organisations are sending up to four mailings per week!  

If you are receiving large amounts of mailings that you don’t want, you can 

remove yourself from their mailing lists. If these are legitimate companies 

they are entitled by law to remove your personal data from their databases if 

you ask them to. The reason why these companies send you the direct marketing mail is because you may 

have ticked a box on a website or on an order form which gives them consent to contact you via email, 

phone or by letter. 

Under GDPR (General Data Protection Regulations) 2018 Article 6(a), you have the right to remove this 

consent at any time. You can do this by writing to the company directly and asking them to remove your 

personal data. They have to comply with this by law. We have created a letter template for you to use. It 

can be found on the Scam Marshals resources section on the Friends Against Scams website or you can cre-

ate your own. 

Merry Christmas from all at the Na-

tional Trading Standards Scams 

Team. Thank you to all our Scam 

Marshals for all your help in 2019 


